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PrivateSkyª : Different than other cloud storage service providers  

Enterprises and professional business users have created a boom industry in elastic, pay-as-you-go cloud 

storage service providers to meet a simple need: a central storage location to house and distribute their 

rapidly growing amounts of files and digital assets. The challenge? These assets are stored in multi-tenant 

virtual file rooms, where data can be seen in transit, and even at rest. For enterprises and business users 

who must comply with rigid internal security policies and industry or regulatory requirements, housing 

sensitive data in the cloud poses significant security issues.  

While most cloud storage service providers pledge to their customers that their data is secured in transit 

and encrypted at rest once it reaches their infrastructure, the unfortunate truth is that it doesn’t solve the 

whole problem of cloud security. Willing customers often trust their service provider's security promises 

and don't think twice about the mechanics behind cloud storage, including the reality that their sensitive 

data is inadvertently exposed to other tenants in the cloud – or worse. It's a fact: If the cloud storage service 

provider has control of the encryption keys used to secure a user's data – your data  – at rest, then they, or 

anyone who can access those encryption keys, can access your data at will - end of story .  
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As recent news events have shown, the data you store into these cloud storage service providers may be 

accessed inadvertently through bad design1, a malicious security breach2 or under court order3 without you 

being made aware. The solution?  Encrypt everything BEFORE you move it to the cloud. Doing so, however, 

creates a catch-22. Encrypting data meant for distribution means that the encryption keys used in the 

encryption must be managed; what’s commonly referred to as “encryption key management".  While it 

sounds simple enough, encrypting data before you move it to the cloud puts the onus on you to understand 

encryption key management. And it's not easy.    

Let's face it: The information security industry hasn’t done a good job of making our enterprise and end-

user products intuitive and easy to use, and enterprise encryption key management may be the worst of the 

lot. It's followed closely by complicated encryption products that end users must master if they want to 

uniquely encrypt data before they send it to the cloud.   

If encryption were easy, then everyone would do it. For example, have you ever wondered why most people 

don't bother to encrypt their email? One reason is that digital certificates, from installation to operation, can 

be too complex for the average user to get their head around. You may use PGP, but does your Mum? Can it 

be that the only solution that the leading cloud based storage service provider recommends for securing 

user data in their platform is to create TrueCrypt containers4?  We have nothing against TrueCrypt – it is a 

wonderful open source product – but certainly there must be a better security solution for enterprises and 

users who want a no-nonsense, easy-to-use, totally secure cloud based storage service.  

There is.  

 

The PrivateSkyª  Secure Information Exchange (SIX) platform solves all of these issues with a breakthrough, 

patent(s)5 pending technology stack called Incognito Keysª . Simply put, it is integrated key management 

                                                
1 http://money.cnn.com/2011/06/22/technology/dropbox_passwords/index.htm 
2 http://www.usatoday.com/tech/news/story/2012-01-16/mark-smith-zappos-breach-tips/52593484/1 
3 http://mashable.com/2011/11/11/twitter-wikileaks/ 
4 http://forums.dropbox.com/search.php?search=truecrypt 
5 To read our position on defensive patents and open-source, please visit certivox.com/patents 
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functionality built into PrivateSkyª  that encrypts your data on your device, any device6, before it is moved to 

PrivateSkyª .  Incognito Keysª makes available the right key, at the right time, to the right user when it 

needs access to the data as it comes out of PrivateSkyª .  Incognito Keysª  makes sure your data is never 

decrypted inside of the PrivateSkyª platform, even when you are sharing and distributing data with multiple 

parties on PrivateSkyª  – unlike some other service providers.  

Best of all, the PrivateSky platform is easy to use. Incognito Keysª leverages the power of HTML5, so the 

browser is your client. There is no software required. Incognito Keys ª operates invisibly so the end user 

doesn Õt have to learn a thing.   It just works. Additionally, Incognito Keysª  breakthrough-technology solves 

the largest issue with cloud-based storage: The people at PrivateSkyª  don’t maintain control of the 

encryption keys used to secure your data.  We can’t access them, we can’t escrow them, and we can’t lose 

them. Simply put, when your data is secured on PrivateSkyª , the only people who can access it are you and 

those in your circle of trust, i.e., the people with whom you want to exchange that secured information.  

This is a security first for a cloud storage service provid er.  

Cryptographically speaking, with PrivateSky ª , there are no 

back doors.  

CertiVoxª , the company behind MIRACLª , the gold standard 

open-source reference implementation for fast elliptic curve 

and symmetric key cryptography, is the same company 

behind PrivateSkyª .  You will find MIRACLª  in everything 

from smart devices to wireless sensor networks to automated 

teller machines. Companies such as Microsoft7, Schlumberger, 

BAE Systems and Toyota, in industries from critical 

infrastructure, high-tech, automotive and defense, trust 

CertiVox’s MIRACLª  to keep their systems and data secure. 

Solving the issues of integrated key management with the 

requirements we knew it had to have to be successful in a 

cloud storage service provider setting was not a trivial task.  

These are problems only people like cryptographers love.  So 

why do it? 

At CertiVoxª , as you would expect, we believe that privacy is a basic human right, essential for healthy 

democratic societies.  We believe the most popular data sharing services are egregious in their approach to 

security and the respect they give to their user’s data.  It also makes great business sense.  By insuring that 

your data is only accessible to you or your circle of trust, we lowered our risk of operation.  Our systems 

aren’t attractive to hackers because they contain no easy way to retrieve your data.  We can't respond to 

disruptive requests for information on your data because technically it's just not feasible; our ability to 

                                                
6 PrivateSky will not support the Newton, or Palm Pilot.  Other mobile platforms supported as availably ready. 
7 Microsoft, Schlumberger, BAE Systems and Toyota are the trademarks of each organisation, respectively. 
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comply is remote, unlike other service providers8.  Lastly, by addressing the usability issue – a fundamental 

aspect of security and privacy in a data sharing service – we've made it so you and computer users 

everywhere don't have to change your workflow or jump through complicated steps to secure your 

important data and your assets. With our PrivateSkyª platform, we hope we have created something 

positive that good people can gain value from.  At the end of the day, that’s the best reward of all. 

The following sections of this white paper address the technical aspects of PrivateSkyª  and the application 

of Incognito Keysª technology stack.   

Introduction   

It is important to understand the moving parts in PrivateSkyª , as well as the underlying cryptography that 

enables these parts.  All of the cryptography described herein is powered by MIRACLª , an open-source 

cryptographic library available for download at www.certivox.com. If you require a commercial license 

outside of the scope of the AGPL license, please contact sales@certivox.com.   

 

PrivateSkyª  contains a series of components that deliver the cryptographic capabilities that comprise the 

Incognito Keysª technology stack, each designed to solve a particular issue or play a role in the 

application.  At a high level, there exists an exciting new authentication service layer called SkyPinª .  

SkyPinª  will be the focus of a more in-depth white paper, and will also be described in detail in the 

following sections. SkyPinª  authenticates users into PrivateSkyª .   

Next is an exponent inversion type identity-based encryption system (the crypto service layer), called 

SkyKeyª.   We use an exponent inversion type because it provides the most efficient, in the random oracle 

model, identity based encryption (IBE) schemes known, free from intellectual property restrictions.   

Lastly, there is the actual storage service layer where your data goes. At the back end, PrivateSkyª  

leverages a well-known document database, utilizing a simple HTTP API for message writing and receiving. 

                                                
8 http://www.wired.com/threatlevel/2007/11/encrypted-e-mai/ 
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Currently, PrivateSkyª  uses GlusterFS, an open source, distributed file system capable of scaling to several 

petabytes for secured managed file transfer storage layers, and a combination of bare metal hypervisors. 

PrivateSkyª  runs on a blend of commodity hardware and built-to-order secured hardware for cryptographic 

functions.  The certivox.com domain from which the SkyPinª authentication service layer is run is secured 

with DNSSEC.  PrivateSkyª  gets its time from a combination of our own internal stratum 0 GPS clocks and 

two redundant, cryptographically authenticated links to the NIST laboratory in Boulder, Colorado.  Our kit 

resides on a small island, well guarded by a cold sea, in a secured data centre that is ISO 27001 certified.  

From a regulatory standpoint, we fall under rules that are derived from the EU protection mandates but are 

of a stronger regime than what the EU legislates.  Are we th e anti -Facebook?   Rock n Õ roll!  

Standards   

What is important to note is that from a cryptographic standpoint, PrivateSkyª  is not implementing new, 

untested encryption algorithms or engaging in any similar malarkey. More importantly, we don’t use a 

digital certificate based infrastructure, commonly known as PKI.  PrivateSkyª  uses certificateless 

cryptography, with advancements that address the key escrow issues known to IBE systems.  Inside of 

PrivateSkyª   you will find the following main ingredients: 

• AES-GCM9 128 and 256 bit symmetric encryption algorithm 

• Sakai-Kasahara Identity-Based Key Encapsulation Mechanism (SK-KEM), which is now a part of the 

IEEE P1363.3 standard draft10.  

• ECDSA11, the elliptic curve digital signature standard 

• AKE, short for Authenticated Key Agreement protocol, which is a pairing based cryptographic 

protocol underlying the SkyPin™ authentication service layer 

• NIST approved PRNGs 

What we have cryptographically implemented conforms to NIST, IEEE P1363.3, or published IETF 

informational standards, and where it does not, we outline in the following sections.  As cryptographers, we 

have furthered advancements in the field of elliptic curve bilinear pairings, which surface in PrivateSkyª .  

The main advancement has been peer-reviewed and suffered almost a decade of cryptanalysis.12 

                                                
9 http://www.nsa.gov/ia/programs/suiteb_cryptography/ 
10 http://grouper.ieee.org/groups/1363/IBC/material/P1363.3-D1-200805.pdf 
11 http://www.nsa.gov/ia/programs/suiteb_cryptography/ 
12 http://eprint.iacr.org/2002/164.pdf 
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Mods: SkyKey ª  

The SkyKeyª  crypto service layer uses a key encapsulation mechanism (SK-KEM).  This is not a public / 

private key asymmetric cryptosystem.  If you are familiar with the Boneh-Franklin IBE scheme, this is also 

apples and oranges. The SK-KEM belongs to the family of elliptic curve bilinear pairing cryptosystems.  SK-

KEM benefits from the no pre-enrolment property, unlike a public / private key cryptosystem.  Other 

properties that make SK-KEM special is that the users only require one simplex transmission, or exchange 

of interactivity, to exchange encapsulated keys. When the sender in PrivateSkyª  creates an encrypted 

message, the encryption key used in the encryption is encapsulated, i.e., encrypted itself in accordance with 

the SK-KEM protocol. SK-KEM uniquely encapsulates the encryption key using the identity of the recipient in 

the protocol.  It is “de-encapsulated” with the recipient user’s identity-based encryption private key, i.e., 

their SkyKeyª .   

One modification of the SK-KEM cryptosystem PrivateSkyª  has implemented is to enable multi-party 

communications. This modification is made in accordance with the SAKKE IETF13 informational draft.  This 

provides important features: Federation and Separation.  Any customer will be able to run their own SK-KEM 

key server and interoperate with potentially hundreds of other independent key servers, not just the ones 

physically run by the PrivateSkyª  team.  For enterprise customers who must have key escrow properties not 

available in PrivateSkyª , this provides an important facet: an additional capability for compliance and 

regulatory burdens.  PrivateSkyª  anticipates enterprises will be able to run their own federated key servers 

in the second half of 2012.  If you are interested in learning more about this capability and participating in 

the beta, please contact sales@certivox.com. 

The other modification in the SK-KEM system is the PrivateSkyª  Distributed Private Key Generators (D-PKG).  

Why the need for D-PKGs?  In an IBE scheme, a sender can encrypt a message for a receiver knowing just the 

identity of the receiver and importantly, without obtaining and verifying the receiver’s public-key certificate. 

Naturally, in such a system, a client herself is not capable of generating a private key for her identity. There 

is a trusted party called a private-key generator (PKG), which performs the system set-up, generates a secret 

called the Master Secret and provides private keys to users of the system (a user’s IBE Private Key) that are 

generated with the Master Secret. As the PKG computes a private key for a PrivateSkyª  user, it can decrypt 

all of her messages passively, a property called key escrow. For enterprise customers who are running their 

own key servers, this can be mitigated, controlled and indeed be a desirable property.  However, the 

inherent key escrow property asks for complete trust in the PKG to not intercept and decrypt sensitive data.  

If PrivateSkyª  is your private-key generator, with the ability to re-issue or escrow your IBE private key, AND 

we have access to your encrypted data, this negates the security proposition of PrivateSkyª  entirely!  

Access, or the lack of access, to the Master Secret to be able to perform key escrow or private key re-issue 

is critical. 

                                                
13 https://datatracker.ietf.org/doc/draft-groves-sakke/?include_text=1 



CertiVox White Paper 
 
 

Email: sales@certivox.com | Tel: +44 (0)20 3008 5346 | Website: www.certivox.com | © 2011 Certivox  8 

 

The PrivateSkyª  D-PKG infrastructure insures that neither we, nor anyone else, can get access to the Master 

Secret.  How does that work?  The PrivateSkyª  D-PKGs use a secret-sharing scheme and a multi-party 

computation protocol to generate the Master Secret between three or more D-PKG nodes when the node set 

is initialized. These nodes are known as the “Black Boxes” and run on separate physical instances. 

Consequently, the Master Secret is never stored in a complete form at any one time, anywhere, ever. Using 

the multi-party computation protocol, the generation of the Master Secret is spread across a set of Black 

Boxes of three or more, and therefore the Black Boxes only hold “shares” of the Master Secret. Conceivably, 

therefore, a majority of Black Boxes would need to be compromised together in a given time period in order 

to ascertain, or re-compute the Master Secret from the Black Boxes. So far so good.  

So why are they called Black Boxes? The D-PKG nodes run on Intel hardware with TXT capability.  Our D-PKG 

nodes are virtual machines that use Intel14  TXT hardware-based security foundations specifically for 

protecting the internal code and cryptographic primitives of the virtual machine or processor instruction 

set, checking the integrity of this code prior to the boot up process.  Hardware-based processes provide 

greater protection for information that is used and stored on a computer. A key aspect of that protection is 

the provision of an isolated execution environment and associated sections of memory where operations 

can be conducted on sensitive data, invisibly to the rest of the system. Our use of these integrity-checking 

mechanisms takes advantage of a sealed portion of storage on the Intel processor where sensitive data 

such as shares of the Master Secret are kept, helping to shield them from being compromised during an 

attack by malicious code. Each virtual machine, once initialized, cannot be accessed again as its root 

account is removed and no other accounts exist.  It merely holds the share of the Master Secret, the code to 

generate shares of IBE private keys upon authenticated request, and no other state.  That’s why they’re 

called Black Boxes. 

For additional security measures, the Master Secret is only in use for thirty (30) days. Every month, the 

Master Secret is rotated, as is the user’s SkyKeyª , in operational accordance with the MIKEY-SAKKE IETF 

informational draft15.  After the expiration of the current time period, the shares of the Master Secret are 

removed from operation as the Black Box virtual machines are destroyed and new Black Boxes are 

                                                
14 Intel and its logo are registered trademarks of Intel Corp. 
15 https://datatracker.ietf.org/doc/draft-groves-mikey-sakke/?include_text=1 
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initialized, thereby creating entirely new shares of the Master Secret.  In order to guarantee access to old 

messages and files on PrivateSkyª , a combination of symmetric key and public / private key cryptography 

is utilized to create a secured, encrypted archive of the user’s current and past IBE private keys.  This 

archive is made immediately accessible to the user upon login to PrivateSkyª  or when using the 

PrivateSkyª  Desktop client.  The archive is created during the rotation period, using an RSA Public and 

Private key pair that is locally created for the user, along with a symmetric encryption key, generated from a 

pass phrase used in conjunction with PBKDF216.  When the user receives a SkyKeyª  to be used in the current 

time period, the user’s asymmetric Public Key will encrypt the user’s new IBE Private Key and the user’s 

asymmetric Private Key will be encrypted with the user’s symmetric encryption key derived from the pass 

phrase. All keys except the symmetric encryption key derived from the pass phrase are archived securely 

with PrivateSkyª . 

Additionally, the SkyKey encryption service layer uses an ECDSA signature scheme to supply non-

repudiation of the messages written into PrivateSkyª .  The modification made to ECDSA is to harmonize it 

in accordance with the ECCSI IETF17 information draft.  ECCSI is a variant of ECDSA for IBE systems, the only 

difference between ECDSA and ECCSI is that in ECCSI the 'public key', Y, is derived from the Signer ID by the 

verifier (whereas in ECDSA the public key is fixed).  

Hot Rods: SkyPin ª  

SkyPinª  is a patent-pending two-factor authenticated key agreement protocol developed by CertiVox from 

the initial research and publication of Dr. Michael Scott in 200218.  Authenticated Key Agreement (AKE) is 

one of the classic problems to be solved using modern methods of cryptography. Identity-based methods 

for key exchange have a long history, going back to an original proposal by Okamoto in the 1980s. An 

interesting variant of AKE is authenticated key exchange in the client-server setting.  The intention behind 

SkyPinª  was to provide a method of authenticated key agreement that advances the concept of two-factor 

authentication and provides an alternative to token based schemes often based on expensive (and 

irreplaceable) smart-card tokens, while password-only schemes require that a unique password be shared 

between every pair of correspondents.  Simply put, SkyPinª  creates a true two-factor authentication for the 

web using nothing more than your HMTL5 browser!   

                                                
16 http://www.ietf.org/rfc/rfc2898.txt 
17 https://datatracker.ietf.org/doc/draft-groves-eccsi/?include_text=1 
18 http://eprint.iacr.org/2002/164.pdf 
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The following is a very simplistic description of how this works.  We encourage you to learn about the 

mathematics behind SkyPinª  by reading the published work of Dr. Michael Scott.   

At its core, two-factor authentication is simply described as something you have (like a token), and 

something you know (like a password).  SkyPinª  puts a token in your browser when you register for 

PrivateSkyª .  This is not a cookie!  This is part of a mathematical construction that precedes an 

authenticated key agreement protocol.  The token is stored in your HTML5 browser’s storage, locked to the 

certivox.com authentication service layer’s domain.  Further, the certivox.com domain is secured with 

DNSSEC to mitigate the risks of cache poisoning. 

The SkyPinª  pad initializes your token so that it is useless without your pin.  Together, they create a user 

secret that is used in an authenticated key exchange with the authentication service layer.  The by-product 

of that successful authentication is a session key.  This session key is used to cryptographically secure the 

transmission of new IBE Private Key shares to users on the system, among other things. 

Specifically, during the user registration process with PrivateSkyª , each individual user is issued a secret 

number associated with their identity when they authenticate their email address.  The user registering is 

asked to enter in a four-digit pin in the SkyPinª  pad.  This process programmatically “splits” this number 

into a small user-selected PIN number, and a larger number that is stored in the user’s browser storage. 

The individual secret number can be reconstructed from these two components whenever it is required in 

the key-exchange protocol.  Whenever the user needs access to PrivateSkyª , the SkyPinª  is run locally in 

the user’s browser to reconstruct his or her secret number. Once that occurs, the secret number is used in 

a key-exchange protocol with the authentication service layer but not exchanged with the service layer. To a 

passive eavesdropper, this would appear as an initiation of the Diffie-Hellman key exchange protocol. The 

Diffie-Hellman key exchange protocol powers much of what you know as TLS19, which is used by browsers 

and web servers to create secure HTTPS sessions. Eavesdroppers are not in a position to launch a classical 

man-in-the-middle attack against it. Another way of looking at it is as a key establishment protocol where 

the two legitimate participants only know the group generator. This is an established technique in the 

                                                
19 http://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange 
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process of standardization20, and no active attacks are known against it.  The important take-away is that if 

a malicious attacker were to steal the secret number in your browser’s storage, it is inconsequential, 

without knowing what your pin is. Your pin you store in your memory (something you know), your secret 

number is stored in your browser’s storage (something you have).  This is true two-factor authentication.   

SkyPinª  is the subject of a pending white paper that describes the mathematical constructs in excruciating 

detail. If you have questions in the interim, please see our support site or contact sales@certivox.com with 

any questions. 

Seriously, you didnÕt think we would have yo u login to PrivateSky ª  with a username and password, 

did you?  

Code 

As stated previously, the cryptography described herein is powered by MIRACLª , an open-source 

cryptographic library available for download at www.certivox.com. If you require a commercial license 

outside of the scope of the AGPL license, please contact sales@certivox.com.   

Patents  

PrivateSky utilizes a number of patent-pending and patented technologies of which CertiVox is the 

exclusive licensee; EP Patent No. 1 730 88 (EP Application No. 05718824.5) granted by the European Patent 

Office on 13th October 2010 for “Verification of Identity Based Signatories” and US Patent No. 7,860,247 

granted on December 28th 2010 for “Identity Based Encryption”.  To learn more about our position on 

patents, please go to certivox.com/patents. 

 

 

 

                                                
20 EEE Computer Society, New York, USA. IEEE Standard Specifications for  Password-Based Public-Key Cryptographic Techniques, 2003.  


